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PRELIMINARY REMARKS ON TOPIC AND TITLE 

Electronic Banking has become the major topic in banking during the last 
decade of the past century. The reason is obvious. E-Banking is a part of E-
Commerce, which is both one of the most significant products of the 
I(nformation) T(echnology) and one of its moving factors. Altogether, they 
are elements of what has become commonly known as 'Globalisation'. It is 
therefore a challenging task for any lawyer to speak or write about E-
Banking. It is even more fascinating if this is combined with the bank-
customer relationship. For the following reasons it may be also dangerous 
(especially in front of such an audience) to 'discuss legal aspects of the 
bank-customer relationship in E-Banking': 

The bank-customer relationship is already a very complex and difficult 
item. The difficulties multiply if the relationship is combined with the 
technology of Electronic Banking.1 Notwithstanding the fact that all over the 
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world quite a lot has been written about E-Banking, the whole issue reminds 
me of medieval cartography. Cartographers did not like to concede that 
certain areas had not yet been 'discovered'. Therefore, instead of printing 
'terra incognita' into the white spots, they put in 'ubi sunt hones'. It is my 
impression that in E-Banking today we have many spots 'where the lions 
are'. 

It is for that reason that I will approach my topic step by step: First, I will 
deal with the legal aspects of the bank-customer relationship, then I will 
discuss some legal aspects of E-Banking and in a third step I will try to give 
a combined view of the legal aspects of the bank-customer relationship and 
E-Banking. 

I. LEGAL ASPECTS OF THE BANK-CUSTOMER 
RELATIONSHIP 

A. Structure and Variety of Bank Services 

What we all thought to be true has been confirmed: Bank services are 
offered in a broad spectrum that is broadening every day. I do not think it is 
necessary to reiterate what has been mentioned by several contributors, 
especially by Mr. Breuer.21 would rather draw your attention to the fact that 
the variety of services has to be taken into account when we discuss the legal 
concept of the bank-customer relationship. This is one of the reasons why we 
cannot speak about the bank-customer relationship. There is another reason. 
One must not only differentiate according to the type of services rendered by 
the bank, but also take into consideration that corresponding to the different 
types of services there are different types of customers. 

B. The Corresponding Variety of Customers 

Looking at the counterpart of the bank, the different types of transactions are 
reflected by different types of persons contracting with the bank. There is not 
a uniform type of customer. Rather, there are many different types of 
customers pursuing different interests with different levels of competence 
and ability to do business. For the purpose of this paper and for reasons I 
will return to later I will use only two categories, customers that are clients 

Cf. Norbert Horn. Banking in the Electronic Age. Legal issues, in this volume. 
Cf. Rolf E. Breuer. Banking in the Electronic Age. A Banker's View, in this volume. 
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and customers that are consumers.3 I call 'clients' all those people who deal 
with banks at arm's length, who are able to protect and to further their 
interests. These people may use the consultancy services of banks, they may 
accept advice but they deal on the same level and as equals with the banks. 
This is true for the more or less wealthy people that are taken care of by the 
banks under the title of Private Banking or other comparable terms. On the 
other end of the spectrum we have the so-called Retail Banking where 
millions of people do their daily transactions like paying their mortgage 
interests or the rent for their homes, their insurance premiums and receiving 
their salaries and from time to time making some small investment. All these 
people are certainly consumers. They have neither the choice nor the chance 
to negotiate anything with the bank. They use the services under the terms of 
the general conditions of the bank whether they may accept these conditions 
for services rendered or not. The motto is 'take it or leave it'. For those 
people consumer protection rules have been developed worldwide, not 
restricted to the bank-customer relationship but of special import and 
significance in this legal relationship. And here is the genuine field of E-
Banking. Before I return to that in a more specific way I will shortly deal 
with the legal concept of the bank-customer relationship as a whole. 

C. The Legal Framework 

1. The Simple Pattern 'One Transaction - One Contract'? 

Looking at the variety of services rendered and the corresponding variety of 
clients it goes without saying that the legal feature of the bank-customer 
relationship should reflect these differences. That is true and simple if there 
is just one transaction or one type of service. If someone cashes a check or 
changes some money at the counter, these are simple transactions following 
the pattern 'one transaction - one contract'. But most people have a more 
complex relationship to their bank. In all these relations, the bank account is 
the centre and the basis for most of the services mentioned above. The 
combination of those services like payments, orders, small or major 
investments in the capital market or even asset management results in 

There are several other groups who do business with the banks, e.g. institutional investors 
or companies. To them the banks render services as Investment Banking. IPOs etc. Some 
of these transactions may be done by electronic means (cf. in this volume the articles of 
Norton Joseph J. and Winship Peter) but one can hardly call those business partners 
"customers" and in no way is there a 'Bank-Customer Relationship' as conceived and 
explained below in this paper. 
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several different kinds of contracts or, as many authors say, a 'bundle of 
contracts'." 

2. The Construct of the 'General Banking Contract' 

Looking at this situation, the question has been raised by some authors 
whether there is a link or a common ground to all these contracts. In 
Germany, legal scholars have developed the figure of the 'General Banking 
Contract' {'Allgemeiner Bankvertragf as a so-called 'frame' or 'basic 
contract' for all sort of bank-customer relationships. On a high academic 
level there is an ongoing debate whether such a contract exists or cannot 
exist for dogmatic reasons. Whereas prominent authors6 deny the necessity 
and even the possibility of such a construct, I myself have taken the position 
that this is not a Prince-Hamlet-question 'to be or not to be'. In my view, it is 
rather a question of the most pragmatic way of organising the bank-customer 
relationship ('Geschäftsverbindung').1 Looking at the results, there is namely 
one point that might be of some importance. Following the concept of the 
General Banking Contract, the General Contract Conditions are 
automatically applied in any additional business-contact between the bank 
and the customer, even before it comes to the conclusion of another 
additional contract, which is a substantial advantage for the bank.8 Regarding 
all other points, there are no real differences between the results of both 
concepts, for the following reason: Under the prevailing doctrine in 
Germany, Switzerland and Austria mutual obligations of both parties exist 
from the first moment of business-contact between them. These obligations 
include inter alia duties of information, disclosure or as the case may be even 

4 Cf. Horn Norbert, in: Cranston Ross (ed.), European Banking Law, The Banker-Customer 
Relationship (2nd ed., London/Hong Kong 1999), p. 64. 
For a brief description and summary of the debate and the consequences see Hopt Klaus J., 
Kommentar zum HGB, (30th ed, 2000), BankGesch. A6/A7. 

6 Canaris Claus-Wilhelm, Bankvertragsrecht, Erster Teil (3rd ed., Berlin/New York 1988), 
Rn. 2 et seq. and for Austria Avancini Peter/lro Gert M./Koziol Helmut, Österreichisches 
Bankvertragsrecht. Band 1. Wien 1987, 1/2. 
See for a detailed analysis Wiegand Wolfgang, Die Rechtsbeziehung Bank - Kunde in der 
Schweiz unter besonderer Berücksichtigung der AGB-Problematik, Aktuelle Probleme im 
Bankrecht, Berner Tage für die juristische Praxis (BTJP) 1993, Bern 1994, p. 129 et seq. 
Thus, the limitation of liability or the fiction of capacity as comprised in most General 
Contract Conditions (see for that the examples and commentaries in Wiegand, supra note 
8) apply if the customer, who has already a salary account with the bank, is negotiating a 
loan. 
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warning.9 Therefore, as a result, the legal situation of both the bank and the 
customer is quite the same as under the General Banking Contract.10 

D. The Regulatory Environment 

Whereas the debate about the General Banking Contract is rather of 
academic nature and with little impact on bank-practice and, in addition, to a 
certain extent 'typically German', I will now turn to a really important point, 
an aspect all systems have in common and which is of higher significance 
for the modern banking law: The multilateral influence of various kinds of 
legislation and soft law on the bank-customer relationship." Due to this 
regulatory environment there are extreme restraints on the traditional 
concept of contractual freedom. These restraints stem from a network of 
regulations starting with traditional supervisory and prudential regulations, 
which are nowadays interlinked with provisions of criminal and 
administrative law. While the traditional prudential regulations were based 
on the principle of customer and creditor protection, the most influential and 
heavy restrictions stem now from the internationally accepted common goal 
to fight organised crime and money laundering. These regulations interfere 
in all phases of the bank-customer relationship. 

The traditional 'know your customer-rule' was based on typical bank 
business experience and aims,12 adopted by the banks in their own interest, 
whereas now the 'know your customer-principle' mixes up with the banker's 
duty to identify the customer and to verify the purpose of the business, to 
clarify the origin of the money and so on.13 Based on this system, there is a 
feedback to the traditional prudential regulations and supervisory rules 

For Germany Horn Norbert, Die Aufklärungs- und Beratungspflichten der Banken. ZBB 
(1997), p. 139 et seq.; for Switzerland Berger Bernhard, Verhaltenspflichten und 
Vertrauenshaftung, Berner Bankrechtliche Abhandlungen, Vol. 7, Bern 2000, p. 38 et seq.; 
for Austria Koziol, in Avancini, op.cit, 3/1 et seq.; for a synopsys with special emphasis 
on E-Banking see Wiegand Wolfgang, Die Geschäftsverbindung im E-Banking, in: 
Wiegand Wolfgang (ed.), E-Banking. Rechtliche Grundlagen, Berner Bankrechtstag 2001, 
BBT Vol. 8, Bern 2001, p. 93-142. 

10 Explicitly so Koziol, loc. cit. 
" See for an overview from Swiss perspective: Wiegand Wolfgang (ed.), Die Banken im 

Spannungsfe\d zwischen öffentlichem Recht und Privatrecht, Berner Bankrechtstag 1999, 
BBT Vol. 6, Bern 1999, especially the articles of Kurt Hauri, p. 1-15 (President of the 
Swiss Federal Banking Commission), Günther Stratenwerth. p. 17-30 and Georg Friedli, p. 
31-97. 

12 The banks checked the profile and the business plans of the customer in their own interest 
- to avoid defaulted credits or 'foul' investments. 

13 See as examples with further references the articles mentioned in note 11. 
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because the supervisory authorities, such as the Swiss Federal Banking 
Commission, now assume that the banks' controlling duties also comprise 
identification rules as described before. As a consequence, one can say that 
this is a change of paradigms: Banks take part in an international system of 
mutual control including their own supervision, the bank-customer 
relationship as a private law contract is overlapped and partly overruled by 
public law provisions (in continental terminology), not only restricting the 
freedom of contract but also - as many observers believe - destroying the 
confidence between bank and customer, which is considered the most 
important element of this relation. 

In addition to these public law rules, the traditional pattern of contract law 
has been put aside or amended to a great extent by consumer protection 
rules. Their importance and the impact on contract law is increasing nearly 
day by day for two interrelated reasons. One reason has already been 
touched upon earlier. In my division of customers into clients and 
consumers, I have mentioned that traditionally wealthy people investing 
money with banks have to fulfil the conditions to be considered as a client.14 

Development of case law and consumer protection rules as well as many 
legal authors have together caused a tendency to consider even those people 
as consumers. This means that they need protection as well in a way to be 
discussed later on. A second reason for the increasing influence of consumer 
law is that consumer protection is spreading into more and more fields of 
law. One of those fields is E-Commerce and E-Banking, to which we will 
turn now. 

II. LEGAL ASPECTS OF ELECTRONIC BANKING 

A. E-Banking as a Part of E-Commerce 

E-Banking is a special form of E-Commerce. Since E-Commerce has spread 
all over the world, many institutions have started to draw up regulations or 
proposals for international rules on E-Commerce. In 1996, UNCITRAL 
established a model law on E-Commerce" and the European Union has set 
up a framework of regulations, the Directive 97/7/EC on the protection of 
consumers in respect to distance contracts,16 the Directive 2000/31/EC on 

14 Cf. above p. 165. 
15 UNCITRAL Model Law on Electronic Commerce, 1996 

(<www.uncitral.org/english/texts/electcom/ml-ecomm.htm>). 
16 Directive 97/7/EC of the European Parliament and of the Council of 20 May 1997 on the 

protection of consumers in respect of distance contracts. 

http://www.uncitral.org/english/texts/electcom/ml-ecomm.htm
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certain legal aspects of information society services, in particular Electronic 
Commerce, in the internal market (Directive on Electronic Commerce)17 and 
the proposed Directive on financial services.18 The Directive on distance 
contracts is focussing on consumers' protection, as the title already indicates. 
This directive is applicable to E-Commerce, but not to financial services, 
which are expressly exempted by Art. 3. Nevertheless, the directive is 
important for the understanding of the consumer protection concept in 
distant market transaction. Moreover, the gap will be filled by the - already 
mentioned - proposal of the commission for the financial services Directive, 
which includes an amendment of the Directive 97/7/EC and adapts its 
regulations to the special situation of electronic financial transactions. 

The E-Commerce Directive, however, is applicable to financial services 
right now. Although the main goal of this directive is to further 'the 
development of E-Commerce within the information society', it contains 
substantial protection rules. They all have one thing in common, and that is 
true not only for the regulations of the European Union:" To protect people 
concluding distance contracts by the use of modern technology. The 
directive of the European Union pursues that aim by a two-step-method. 

On a first level the Directive on Electronic Commerce constitutes 
information duties which have to be fulfilled by the provider of services with 
respect to every customer. Art. 5 'General information to be provided' 
reads:20 

' I . In addition to other information requirements established by Community law, 
Member States shall ensure that the service provider shall render easily, 
directly and permanently accessible to the recipients of the service and 
competent authorities, at least the following information: 
(a) the name of the service provider; 
(b) the geographic address at which the service provider is established; 

17 Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on 
certain legal aspects of information society services, in particular Electronic Commerce, in 
the internal market (Directive on Electronic Commerce). 

18 Amended proposal for a European Parliament and Council Directive concerning the 
distance marketing of consumer financial services and amending Directives 97/7/EC and 
98/27/EC. 

19 See for Switzerland the Proposal made by the Federal Office of Justice of a Federal Law 
on Electronic Commerce (Bundesgesetz über den elektronischen Geschäftsverkehr. 
Teilrevision des Obligationenrechts und des Bundesgesetzes gegen den unlauteren 
Wettbewerb), January 2001, which suggests the adoption of similar rules (based on the EU 
legislation) in the Code of Obligations. 

0 Excerpt from Art. 5; In addition Art. 6 and 7 set special rules for 'Commercial 
communications'. I do not discuss these provisions here, because banks will automatically 
comply with them. 
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(c)the details of the service provider, including his electronic mail address, 
which allow him to be contacted rapidly and communicated within a direct 
and effective manner; 

(d)where the service provider is registered in a trade or similar public register, 
the trade register in which the service provider is entered and his 
registration number, or equivalent means of identification in that register; 

(e)where the activity is subject to an authorisation scheme, the particulars of 
the relevant supervisory authority; 

(f)as concerns the regulated professions: 
-any professional body or similar institution with which the service 
provider is registered, 
- the professional title and the Member State where it has been granted, 
- a reference to the applicable professional rules in the Member State of 
establishment and the means to access them; 

(g)where the service provider undertakes an activity that is subject to VAT, 
the identification number referred to in Article 22(1) of the sixth Council 
Directive 77/388/EEC of 17 May 1977 on the harmonisation of the laws of 
the Member States relating to turnover taxes - Common system of value 
added tax: uniform basis of assessment (29). 

2. In addition to other information requirements established by Community law, 
Member States shall at least ensure that, where information society services 
refer to prices, these are to be indicated clearly and unambiguously and, in 
particular, must indicate whether they are inclusive of tax and delivery costs.' 

In a second step an additional duty of information is established by Art. 
10: 

'Information to be provided 
1. In addition to other information requirements established by Community law, 

Member States shall ensure, except when otherwise agreed by parties who are 
not consumers, that at least the following information is given by the service 
provider clearly, comprehensibly and unambiguously and prior to the order 
being placed by the recipient of the service: 
(a) the different technical steps to follow to conclude the contract; 
(b) whether or not the concluded contract will be filed by the service provider 

and whether it will be accessible; 
(c) the technical means for identifying and correcting input errors prior to the 

placing of the order; 
(d) the languages offered for the conclusion of the contract. 

2. Member States shall ensure that, except when otherwise agreed by parties who 
are not consumers, the service provider indicates any relevant codes of 
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conduct to which he subscribes and information on how those codes can be 
consulted electronically. 

3. Contract terms and general conditions provided to the recipient must be made 
available in a way that allows him to store and reproduce them. 

4. Paragraphs 1 and 2 shall not apply to contracts concluded exclusively by 
exchange of electronic mail or by equivalent individual communications.' 

The scope of application of this provision is restricted by two exemptions 
made by the Directive: 

Paragraph 4 states that 'Paragraphs 1 and 2 shall not apply to contracts 
concluded exclusively by exchange of electronic mail or by equivalent 
individual communications'. This exception is of high theoretical and 
practical importance because it is based on a principal distinction made by 
the Directive and the implementing legislation.21 Communications that allow 
direct, immediate and individual contact between the parties are considered 
to be and, therefore, treated like declarations between persons present which, 
obviously, is a circumstance crucial for the conclusion of the contract. 
Consequently, I will return to that when discussing the formation of 
contract.22 

The second exception is made 'when otherwise agreed by parties who are 
not consumers' (Paragraph 1). This exemption is fundamental not only for 
the E-Commerce Directive but also for the EU legislation and moreover for 
wide parts of legislation around the world.23 Most of the rules made in favour 
of the consumer are imperative and, thus, restrain the autonomy of the 
contracting parties. Only a segment of population, the group of non-
consumers, has (and enjoys) still the freedom of contract as it was 
conceptualised by the great continental codifications of the 19th and 20"' 
century.24 By agreement with the service provider, these non-consumers can 
waive their obligation to inform as provided by Paragraph 1 and 2.25 

For Switzerland cf. note 20, draft for a new art. 4 paragraph 2 of the Code of Obligations; 
for Germany the draft of a law concerning the revision of the Civil Code 
(Regierungsentwurf eines Gesetzes zur Modernisierung des Schuldrechts vom 9.5.2001); 
for England the Consumer Protection (Distance Selling) Regulations 2000 No. 2334. 

22 See below p. 183. 
23 Cf. Wiegand Wolfgang. The Reception of American Law in Europe, in: The American 

Journal of Comparative Law (1991), p. 242-244. 
It is neither necessary nor possible to discuss this here; for a general critical discussion see 
Wilhelmsson Thomas. Is There a European Consumer Law - and Should There Be One?. 
Centra di studi e ricerche di diritto comparato e straniero, Roma 2000. 

s This exemption might be very helpful for bank business done with the category of persons 
I have called "clients". However, there is a tendency to extend the protection even to this 
group of customers. In addition it has to be noted that the exception is only made for 




